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GCC economies should gear up to address cyber security challenges

By Dr R Sootharaman

Econormies have BEeoome mode
dependent on infonmation and
commumscations techinology (CTH
and hence they ane becoming mone
wulnerable o network attacks. The
oSt sEThols Cyber security risks are
those that Ehreaten Bhe TumcTonang
of critical information infrastruciures,
such a4 those oedicated o Binancial
sorvioes, control systems for posser,
s, drinicirsg water, and ofher utilibes;
Birpodt and 2 I Contnod Sy shemes;

Although the prevailing ationale for
cyber security i to ensure o frvourable
cEmate for ICT Freestment. national
and international seourity concerms ae
becorming equaly important rationakes
In the dewcloping econcmics. fancign
divect irvestment as a whole may
eventually be affected by the safety and
integrity of data networks avallabie to

imvestors in host countries. in advanced
eoonomies, basic publc trust
Meer T BOonomEes and the ebactronic
ne=tweod ks on whilch they depend ks
eroded when alectronic data is stolen,
Deccimes CofTupted, of Can Mo lomger
bep atthesnihc e,

Cyber security ks thas a collective
concem that is comprahenshee in
Soope-=iie Intermet has no naticnes
boundarics. Wheroas soounity is
Typically reguiated at the govermimesnt
bewed, cybor security is at onoe national,
Infernatonad, parbic and private in
character, Mo single strategy. set

of QoVErmance ETaNgEMments, o
operabonal pracaoes wall b nght for
ooy counitny. However, it |5 impertive

that countrics develop mproved lines
of commurication based on trust 1o

gmcuss cyber security both within and
among themsedves

Some of the recent oyber aktacks
impacting organsiations arne a3 loliows
GCC organisations have been the target
of “Whaling”, The attack is mostly

refying on “social Enginecring” using
spoifed or bogus email addnesses
impersomating the CEC of the tanget
organisation. Attackers conduct
information gathering wsing social
mexdia o kdentify the Bme of attack and
organisation stalf to be targeted, (e
CEQ, CROL U5 tech comparmy Libagquiti
Networks kosl $47Tmn 1o this scam. The

Carbanah, gang used carefully crafted
TS 1o Tk SMpIoyees into opening
malkckous walftware fles. The hackers
were then able 80 get o the imternad

et and Track cown simenssiraiors

compiters for video survelilance.
Ol Thee NCETS BaaCoamed Eaimeliar with
e Dainics CpeBraticans, they wse that
kncwdedge to steal money without
raising suspkchons. programming

ATMs to dispenss money af specific
tEmes of setting Up fake accounits and
transierming money inbo them

Mearry LAAE barkes wene hel by targeted
Distributed-Denlal-of Service (DDoS)
attack which cripples the banking
oporations and web applications. The
aktackers made sucoessiul dondal of
sorvice attack on the applications and
weh site of e banks. The attack eads
o unavailabsiity of Internet banking
and other banking services o the
ursers for soverad hours. & DDoS attack
urses fens, sometimes hundreds, of
thousandd of computers 19 synchronise
A bombardment of packel-traffic on a

gerver. |n he absence of sophisiicated
mitigaticn soluthons. SErvers can be
broughl denwn and services brougit o
ahall The sttackens choose the last day
of the month to make the maximum
clrsrupticn.

GOC soonomies showld gear up 1o

CCONOMCS 3 o follows.
Gowernmeenits muest st up a centralised
mational cyber seourity body. The cyber
security body neods 3 preckse mandake
Sy Thaat It can prormaobe 0 nteonad Cyber
soournity agonda and exorche oversight
5o that are no inconsistent or conBicting
cyber security agendas in the country.
The oyber security body also needs a
Soparabe. INnGopemndent Loy thad Can e
impartially comeone stakcholdors and
ENCOURME Cooperation

The cyber secunty body must define
and promobe a naticnal cyber sedurity
sirategy which will be consistent

with country’s national development

poats and imvedve ol key nations
srakehcloers. The Oy Sarunty body
mirst initiate o national disoussion on
cyleer security to inform companies and
citizens Sbout sStrategy and integrate
Chsesrmn vk e Seourity Behavhour
The Cyber SOty Doy nisds 1o
dewdlop preventive Cyber seourity
capabiities, such a3 nabona cyber
SECUNEY Standands dned poleCees. dend

2 naticnal cyber security compianos
body, The cyber security body

miist create roactive Cyber security
capabilifies, mcheding a nabonad
COMPUtEr cmongency readiness team
Sech teaems st work harmonioushy
with nabional Cybher sHounty stratégy.
The cyber security body must create
and impiermint a national talent
strategy. This is a challenging activity
given the limited capabilitics of the
digital ecosrysiem in many Sountries of
GOC megion
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