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Qatar’s cyber security framework enhanced through regulatory reforms
BANKING ON KNOWLEDGE

By Dr R Seetharaman 

The malicious use of Information and 

Communication Technologies (ICT) in cy-

berspace could disrupt financial services, 

undermine security and confidence and 

endanger financial stability.

The WannaCry ransomware attack 

this year is one of the recent cyber-

attacks which targeted computers 

running the Microsoft Windows operat-

ing system by encrypting data and 

demanding ransom payments in the 

Bitcoin cryptocurrency. The impact of 

the attack was felt over 10,000 organi-

sations and 200,000 individuals in over 

150 countries, according to European 

authorities.

At the Global Level, G20 aims to pro-

mote the resilience of financial services 

and institutions in G20 jurisdictions 

against the malicious use of ICT, including 

from countries outside the G20. With the 

aim of enhancing cross-border coopera-

tion, G20 has asked the Financial Stability 

Board to perform a stock-taking of exist-

ing relevant released regulations and 

supervisory practices in its jurisdictions, 

as well as of existing international guid-

ance, including that to identify eff ective 

practices.

Qatar has envisioned to establish 

and maintain a secure cyberspace to 

safeguard national interests and preserve 

the fundamental rights and values of the 

country’s society. To achieve this vision, 

Qatar seeks to fulfill the objectives, name-

ly safeguard national critical information 

infrastructure (CII),  respond to resolve  

and recover from cyber incidents and at-

tacks through timely information sharing, 

collaboration and action, establish a  legal 

and regulatory  framework to  enable a 

safe and vibrant  cyberspace,  foster  a cul-

ture of cybersecurity  that promotes  safe 

and appropriate  use of cyberspace and 

develop and cultivate  national cybersecu-

rity  capabilities. 

To make progress against the objec-

tives, Qatar will develop and implement 

laws, regulations, and national policies to 

address cyber security and cybercrime; 

increase capabilities to combat cyber-

crime; build and maintain strong inter-

national relationships to establish cyber 

security norms and standards; invest in 

research to develop and commercialise 

innovative cyber security technologies 

and solutions; continuously monitor the 

security posture of CII; establish and 

continuously enhance incident response 

capabilities.

The Qatari government developed 

a robust plan for 2014-2018. The action 

plan is organised by objectives. Various 

stakeholders from government entities 

and institutions, including the Ministry of 

Defence, the Ministry of Information and 

Communications Technology, the Ministry 

of Interior, Public Prosecution and other 

organizations must work collaboratively 

with many others to implement these 

actions for the benefit of Qatar.

The Qatari government promulgated 

a Cybercrime Prevention Law (No 14 of 

2014) in an eff ort to increase the tools 

for combating online and cybercrimes. 

Qatar’s new approach to cyber security 

balances the need to protect intercon-

nected Informational and Communication 

Technology (ICT) products and services 

with the need to provide opportunities 

that maximise the benefits and eff icien-

cies found in ICT advances.

The Qatar Central Bank (QCB) has pub-

lished a detailed framework for combat-

ing cyber risks and crimes. The key high-

lights of this framework are Management 

of Technology Risks; Defined Technology 

Risk Organisational Structure; Defined 

Roadmap for Business Continuity; Frame-

work for Incident and Fraud Management; 

and Detailed Process Risk controls.

The QCB issued multiple strong con-

trols which needs to be implemented by 

the Banks. Banks hold sensitive informa-

tion such as customer records, account in-

formation as well as personal information 

such as names, birth dates, addresses, 

Qatar Identity number and many others.

Banks must take all necessary meas-

ures to ensure proper protection of these 

records. The QCB issues several circulars 

on regular basis to combat with cyber-

crimes for financial sector.

The State of Qatar has issued a new 

law concerning the Privacy and Protec-

tion of Personal Data being Law No 13 

of 2016 (the ‘Data Protection Law’). This 

law aims to establish a certain degree of 

protection for, and prescribes the guide-

lines for the processing of, personal data 

within Qatar. The law includes provisions 

related to the rights of individuals to pro-

tect the privacy of their personal data. 

Banks operating in Qatar should consider 

taking some precautionary steps as per 

privacy law such as (i) Raise aware-

ness internally and amongst its service 

providers; (ii)  Review internal docu-

ments, agreements, policies, disclaimers, 

consents etc. from the perspective of 

complying with the Data Protection Law 

and also identify matters which need 

to be addressed; (iii) Conduct internal 

training for the relevant departments 

such as IT, legal, marketing, technical 

support etc. to address any questions or 

concerns that the customers may have in 

relation to the Data Protection Law and 

their rights thereunder; (iv)  Broadly iden-

tify potential issues, consult internally 

and take steps to rectify those issues or 

where the risk is still unclear, put in place 

appropriate holding measures; (v)  Re-

visit all security measures implemented 

by the bank and the service providers 

and assess whether any further steps 

can be taken or investments be made to 

protect customer data.

On the whole we are seeing Qatar 

Cyber security framework enhanced 

through regulatory reforms, which will be 

beneficial to Qatar Banking Sector.

 Dr R Seetharaman is Group CEO of 

Doha Bank.

Blockade said to open
growth opportunities 
for SMEs in Qatar
By Peter Alagos
Business Reporter

The economic blockade has 
led to more opportunities 
for growth and expan-

sion of small and medium-sized 
enterprises (SMEs) and Qatar’s 
manufacturing sector, an offi  cial 
of a local company said.

Rajesh Raveendran, sales 
manager of Doha Regional Plas-
tic Solutions, noted that be-
cause of increased demand for 
locally-manufactured products, 
business operations of domestic 
companies “improved further” 
since the blockade. 

“The blockade made us 
stronger and we now have hope 
because of the government’s ef-
forts to promote the local manu-
facturing industry. Our goal now 
is to expand our operations. 

“We now have a lot of work 
here in Doha, and our contrac-
tors are supporting us,” Raveen-
dran told Gulf Times on the 
sidelines of Qatar Development 
Bank’s (QDB) second edition 
of ‘Buy Local Products’ expo, 
which concluded yesterday.

According to Raveendran, in-
creased support in the develop-
ment of local companies gives 
Qatar a “high potential” to es-
tablish itself as a manufacturing 
hub for diff erent types of indus-
tries. 

The same view was expressed 
by Saeed Abdul Azeez al-Ali, 
the general manager of B-LED 
Lighting Technologies (Al Bayan 
for Electronics & LED Technolo-
gies), which specialises in the 
manufacture of LED lighting 
solutions bearing the ‘Made in 
Qatar’ trademark. 

“There is a huge chance for 

the ‘Made in Qatar’ brand to 
grow and expand to new mar-
kets,” al-Ali said.

Al-Ali stressed that the qual-
ity of locally-made products are 
at par with those manufactured 
by leading international com-
panies. With its own research 
and development (R&D) depart-
ment, he said B-LED guaran-
tees that the company’s lighting 
solutions comply with global 

standards. He said R&D does not 
only ensure export quality light-
ing solutions but it also helps the 
company customise its prod-
ucts according to the necessary 
project specifi cations of its cli-
ents.

Al-Ali also lauded His High-
ness the Emir Sheikh Tamim 
bin Hamad al-Thani’s call to 
support the growth and devel-
opment of local manufacturing 

industries. He also commended 
the support of QDB and Pub-
lic Works Authority (Ashghal) 
during the recent staging of the 
two-day ‘Buy Local Products’ 
exhibition.

He also underscored the role 
of QDB’s export promotion arm, 
Tasdeer, in helping local compa-
nies like B-LED penetrate inter-
national markets.

Raveendran said: “QDB is do-

ing a great job in promoting the 
growth of the country’s SMEs, 
and it is also supporting us in 
meeting new clients and sourc-
ing exports, as well as providing 
backups for our factories. Tas-
deer also helps us connect with 
the best clients in the interna-
tional market, and they also pro-
vide us with pertinent informa-
tion and background about these 
clients.”

Non-Qatari and Gulf individual investors turn bullish on QSE
By Santhosh V Perumal
Business Reporter

Non-Qatari and Gulf individual 
investors turned bullish yesterday 
amidst a marginal weakening in the 
Qatar Stock Exchange.
Gainers outnumbered losers even as 
the 20-stock Qatar Index fell 0.11% to 
9,583.78 points.
Industrials and consumer goods 
counters witnessed robust demand in 
the market, whose year-to-date losses 
were seen at 8.17%.
Islamic stocks were seen gaining vis-à-vis 
declines in main index and other indices 
on the bourse, which was also helped 
by weakened net selling by local retail 
investors and Gulf funds.
After an initial weakening, the market 
touched near 9,600 points within first 

10 minutes, after which there was 
profit booking pressure that led it to 
touch a low of about 9,540 points. The 
latter part largely saw bullish trend 
with occasional dips and buying was 
seen stronger especially in the last few 
minute. But, overall the index settled 11 
points lower.
Micro and large cap segments saw 
some buying in the market, which, 
however, saw bearish outlook 
of foreign institutions and lower 
buying support from their domestic 
counterparts.
Market capitalisation was down 0.07% 
to QR519.28bn as small and midcap 
stocks fell 0.46% and 0.13%, while 
micro and large caps gained 0.05% and 
0.04% respectively.
Trade turnover and volumes were 
on the decline in the bourse, where 
telecom, banking, industrials and real 

estate sectors together accounted for 
more than 88% of the total volumes.
The Total Return Index fell 0.11% to 
16,071.43 points and All Share Index 
by 0.1% to 2,726 points, while Al Rayan 
Islamic Index rose 0.2% to 3,821.32 
points.
The industrials index gained 0.39%, 
consumer goods (0.36%) and telecom 
(0.02%); whereas insurance fell 1.91%, 
realty (0.29%), transport (0.13%) and 
banks and financial services (0.05%).
Major gainers included Vodafone 
Qatar, Industries Qatar, Doha Bank, 
Commercial Bank, Qatar General 
Insurance and Reinsurance, QIIB, 
Masraf Al Rayan, Qatar National 
Cement, Qatar Electricity and Water, 
Aamal Company, Mazaya Qatar, Nakilat, 
Al Khaleej Takaful, Qatari German 
Company for Medical Devices and Al 
Meera.

Nevertheless, Qatar Insurance, 
QNB, Qatar Islamic Bank, al khaliji, 
Ooredoo, Gulf Warehousing, Barwa, 
United Development Company, Qatari 
Investors Group, Gulf International 
Services, Mesaieed Petrochemical 
Holding and Widam Food were among 
the losers.
Non-Qatari retail investors turned 
net buyers to the tune of QR9.42mn 
compared with net sellers of QR3.65mn 
the previous day.
The GCC (Gulf Cooperation Council) 
individuals were also net buyers to the 
extent of QR0.06mn against net sellers 
of QR5.54mn on July 25.
The GCC institutions’ net profit 
booking declined substantially to 
QR1.22mn compared to QR11.81mn on 
Tuesday.
Local retail investors’ net selling also 
weakened influentially to QR19.94mn 

against QR27.46mn the previous day.
However, non-Qatari institutions 
turned net sellers to the tune of 
QR0.08mn compared with net buyers 
of QR12.67mn on July 25.
Domestic institutions’ net buying 
declined considerably to QR11.76mn 
against QR35.78mn on Tuesday.
Total trade volumes fell 20% to 6.18mn 
shares, value by 38% to QR199.62mn 
and deals by 35% to 2,812.
There was 78% plunge in the transport 
sector’s trade volume to 0.17mn 
equities, 55% in value to QR7.71mn and 
63% in transactions to 195.
The consumer goods sector’s trade 
volume plummeted 62% to 0.41mn 
stocks, value by 66% to QR41.78mn and 
deals by 58% to 426.
The industrials sector reported 33% 
shrinkage in trade volume to 1.12mn 
shares, 38% in value to QR35.03mn and 

38% in transactions to 430.
The insurance sector’s trade volume 
tanked 16% to 0.16mn equities and 
value by 13% to QR10.12mn, while deals 
grew 19% to 137.
The banks and financial services 
sector saw 7% decline in trade volume 
to 1.48mn stocks, 16% in value to 
QR60.02mn and 31% in transactions 
to 813.
However, the real estate sector’s trade 
volume soared 26% to 1.11mn shares, 
value by 35% to QR23.02mn and deals 
by 36% to 588.
The market witnessed 12% expansion 
in the telecom sector’s trade volume to 
1.74mn equities but on 2% fall in value 
to QR21.93mn and 35% in transactions 
to 223.
In the debt market, there was 
no trading of treasury bills and 
government bonds.

Potential clients visit the Al Bayan for Electronics & LED Technology stand. PICTURE: Peter Alagos

QFB earns revenues 
of QR185mn in H1

Qatar First Bank (QFB) 
has recorded revenues 
of QR185mn during the 

six-month period that ended 
in June, the leading Shariah-
compliant bank said yesterday. 

The bank reported a loss of 
QR76.7mn during the period.

Ayman Zaidan, QFB head 
(Treasury and Investment Man-
agement), said, “As the global in-
vestment market continues to go 
through major challenges, QFB 
recorded revenues of QR185mn 
and a loss of QR76.7mn. We en-
vision that the global economic 
backdrop will remain challeng-
ing for the remainder of this 
year; however, we will continue 
to push ahead to develop inno-
vative fi nancial solutions and 
products for our individual and 
institutional clients.” 

Despite these challenging 
economic factors that continue 
to have infl uence on the bank’s 
investment book, QFB total as-
sets slightly decreased by 5.5% 
from the year end, and closed at 
QR5.6bn.

Moreover, the investment 
portfolio continued to gener-
ate healthy dividends, record-
ing an income of QR7.5mn. 
QFB’s sukuk book also con-
tinued to generate positive re-
turns resulted in an income of 
QR13.6mn, which is close to the 
same period of 2016. 

Furthermore, the bank’s in-
come from placement with 
fi nancial institutions has in-
creased by 24%, compared to 
the fi rst half of same period, 
mainly from cash deployment 
in Shariah-compliant money 
market funds. 

Additionally, the bank’s in-
come from fi nancing assets 
increased by 28.3%, compared 
to the same period of 2016, re-
cording additional income of 
QR9mn.

In line with the results and 
the changes instituted during 
2017, QFB’s management con-
tinued raising effi  ciency levels 
through the implementation 
of the cost rationalisation plan 
that resulted in a reduction of 
the expenses by 19.4% com-
pared to same period of 2016.

On the private equity front, 
QFB’s investments in the 
healthcare sector has shown 

positive momentum during the 
fi rst half of 2017. With regards 
to Memorial Healthcare Group, 
one of Turkey’s largest premier 
hospital chain, healthy growth 
has been achieved on both the 
revenue and EBITDA levels, 
benefi ting from a relatively sta-
ble currency fl uctuation. 

QFB’s Turkish and UK invest-
ments, which were previously 
impacted by currency fl uctua-
tions and country-specifi c 
events, continued to be stable 
with slight improvements on the 
UK side. The team will continue 
to successfully manage the exist-
ing portfolio, as well as seeking 
out new lucrative opportunities. 
Besides, the management hopes 
that the portfolio will perform 
well in the years to come.

On the private bank front, 
despite economic challenges 
QFB increased fi nancing assets 
by 3% compared to year end 
2016 and has formed a stable 
deposit base, which stood at 
QR2.8bn.

Sulaiman al-Hashimi, chief 
business offi  cer, said, “In line 
with our strategy, QFB will 
continue to optimise the exist-
ing investment portfolio book 
with the objective of maximis-
ing value to shareholders and 
clients; to reinvest the proceeds 
in lucrative opportunities that 
will contribute positively to the 
bank’s returns.”

The QFB headquarters in Doha. 
Despite challenging economic 
factors, the bank’s investment 
portfolio continued to generate 
healthy dividends, recording 
an income of QR7.5mn in H1. 
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